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Cyber Threats of Today* it o
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Cybersecurity Services T —
SERVICES

CISA Cybersecurity Services & Assessments
Cyber Hygiene Vulnerability Scanning
Cybersecurity Performance Goals (CPG)
Cybersecurity Assessments
Tabletop Exercises (TTX)

Training
& more

For more information on these
services and more, please visit

https:/lwww.cisa.gov/topics/cyber-threats-and-advisories
or

https://www.cisa.gov/cyber-resource-hub



https://www.cisa.gov/topics/cyber-threats-and-advisories

TLP:CLEAR

https://lwww.cisa.gov/stopransomware
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Getting Ahead of the

Ransomware Epidemic:

CISA's Pre-Ransomware Notifications
Help Organizations Stop Attacks
Before Damage Occurs

GUIDE [zt

LEARN MORE
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Protection and Responss Sendees Public Salety Preparation

designed to encrypt files on a device, rendering any files and the systems that refy on them unusable. Malicious actors
then d d ransom i hi for decryption. .gov is the 1.5, Government's official one-stop location for resources to tackle
ransomware more effectively.




2023 Pre-Ransomware Notifications

TLP:CLEAR

In 2023, CISA conducted more than 1200 pre-ransomware notifications to

Include:

7 37 39

U.S. Water and Wastewater U.S. Transportation System U.S. Emergency Services
Sector Entities Sector and Energy Sector Sector Entities
Entities
274 154 94
U.S. and Int'l K-12 School U.S. Healthcare U.S. State, Local, Tribal, and

Districts & Institutes of Organizations Territorial Governments

Higher Education

Driven by the cybersecurity research community, infrastructure
providers, and cyber threat intelligence companies about potential
early-stage ransomware activity.

https://www.cisa.gov/about/2023YIR
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TLP:CLEAR

Ransomware Vulnerability Warning Pilot (Rvwp)

In 2023, CISA conducted more than 1,700 notifications to various organizations
about open vulnerabilities on their networks that are specifically exploited by
ransomware actors

If you receive a notification, you can verify the identity of the CISA personnel through
CISA Central: Central@cisa.gov or (888) 282-0870.
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TLP:CLEAR

Cyber Information Sharing

Information sharing is the key to preventing a wide-spread cyber-attack.
CISA develops partnerships to rapidly share critical information about
cyber incidents.

Cybersecurity Alerts & Advisories
Offers the latest cybersecurity news, advisories, alerts, tools, and resources.

 Found at:

https://www.cisa.gov/news-events/cybersecurity-advisories

YYYYYYYYYYYYYYYYYYYYY

People's Republic of China State-Sponsored Cyber
Actor Living off the Land to Evade Detection

Release Date: May 24,2023 Alert Code: AA23-144a
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TLP:CLEAR

Cyber Incident Reporting

When to Report:
If there is a suspected or confirmed cyber attack or incident that:
Affects core government or critical infrastructure functions;

Results in the loss of data, system availability; or control of
systems;

Indicates malicious software is present on critical systems

Contact CISA at central@cisa.gov or 888-282-0870

FBI Field Office: http.//www.fbi.gov/contact-us/field or the FBI's 24-7 Cyber Watch at 855-292-3937 or by
e-mail at cywatch@fbi.gov

State reporting laws & requirements

Regulatory Authorities
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PSA Mission Areas

SURVEYS AND ASSESSMENTS
PSAs conduct voluntary, non-regulatory security surveys and assessments on critical
infrastructure assets and facilities within their respective regions.

OUTREACH ACTIVITIES
PSAs conduct outreach activities with critical infrastructure owners and operators,
community groups, and faith-based organizations in support of CISA priorities.

SPECIAL EVENT SUPPORT
PSAs support Federal, State, and local officials responsible for planning, leading, and
coordinating NSSE and SEAR events.

INCIDENT RESPONSE

PSAs plan for and, when directed, deploy in response to natural or man-made incidents.

BOMBING PREVENTION AND AWARENESS

PSAs work in conjunction with CISA's Office for Bombing Prevention by coordinating
training and materials for partners to assist in deterring, detecting, preventing,
protecting against, and responding to improvised explosive device threats.

June 6, 2024
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PSA Assessments

nizational Maturity Around Security/Resiliency

Security Walk-Through Assessment Security Assessment at First Entry Infrastructure Survey Tool (IST)

* Programs Reviewed
» Security
* Emergency Preparedness
* Business Continuity

* Time Requirement = Site
Dependent; Tour of facility(s)
followed by conference room
meeting

o Written report NOT provided

(SAFE)

* Programs Reviewed
» Security
» Emergency Preparedness
* Business Continuity

* Time Requirement = Site
Dependent; Tour of facility(s)
followed by conference room
meeting

* Written report provided

Programs Reviewed

Security

Emergency Preparedness
Business Continuity
Dependencies/Interdependencies
Information Technology

* Written report provided
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CISA | CYBERSECURITY AND INFRASTRUCTURE SECURITY AGENCY

CHEMICAL SECURITY PROGRAMS
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Ensuring Chemical Facility Security

_'E Statutory Authority

§ In December 2006, Congress authorized DHS to regulate security at “high-risk” chemical facilities
§ The Department developed the Chemical Facility Anti-Terrorism Standards (CFATS), 6 CFR Part 27, to implement this authority

As of July 28, 2023, Congress allowed the statutory authority for the Chemical Facility Anti-Terrorism Standards (CFATS) program (6 CFR Part 27) to
expire.

8 Due to this lapse in statutory authority, CISA can no longer enforce compliance with the CFATS regulations at this time.
8 Access to the Chemical Security Assessment Tool (CSAT) 2.0 has been removed, and users cannot log in to the portal.

§8 Unless CFATS is reauthorized, CISA can no longer require facilities to report their chemicals of interest or submit any information in CSAT, perform
inspections, or provide CFATS compliance assistance.

§ CISA cannot require facilities to implement their CFATS Site Security Plan or Alternative Security Program.

§ CISA also cannot accept new names for vetting pursuant to the CFATS Personnel Surety Program.
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Industries with High-Risk Chemicals

# 1 = A 2

Collegesand : Cold Chain/ i Fisheriesand Energy . Agricultural
Universites | Refrigeration |  Hatcheries i Utilities . Production

P T P T P P Ty e P T e T T P PP T PP TP PT TP EY PP T TP T

Industrial Paints and Plastics
Manufacturing Coatings i Manufacturing

B & ¢

Pulp and Semiconductor§ Motor Racing . Warehouses/ | Water

Paper i Manufacturing Distribution . Treatment

[ J
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ChemLock Services and Tools

] On-Site Assessments
= and Assistance

ChemLock Resources

» Security awareness consultations » Security planning guidance

» Security posture assessment » Security planning template
» Security planning visit » Fact sheets and best practices

] Special Access to CISA
Services

» Chemical security exercise » Introduction to Chemical » CISA Active Shooter
templates Security Preparedness

» CISA-facilitated tabletop » Secure Your Chemicals » Cyber Security Evaluation Tool
exercises Security Planning (CSET) Demo
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OAA Levels
oy

Level 1. Security
Awareness

|dentify security concerns

_ associated with certain chemicals.
Consultation

WEWVCIIARSTEIWA Provide a cyber and physical security
Posture gap assessment and offer options for
Assessment facilities to consider to enhance security.

WIS RCHRSTTN (A Deliver assistance in developing a
Planning Visit tailored security plan.
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Training Courses o—

ChemLock Training 1 — Introduction to Chemical Security

An introductory course that provides an overview to chemical security and
identifies key components for chemical security awareness.

ChemLock Training 2 — Secure Your Chemicals: Security
Planning

An in-depth course that:

» Provides an overview of the ChemLock: Secure Your Chemicals resource
» |dentifies elements of a security plan, examples, lessons learned, and best

practices
» Walks through how to create a tailored, scalable security plan
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Active Shooter Attacks

Active Shooter Preparedness
. PULICE

'
- v N £
e ‘“t' _i_l "LE‘ T B = {E,:’?
| ST Y _ |
(22 Homeland Active Shooter Attacks
&= ~ccurity Security Awareness for Soft Targets and Crowded Places

§ Active Shooter Preparedness materials available from CISA
Include:

§ “How to Respond” resource materials

§ Preparedness videos and training links

§ Emergency action planning tools and templates

June 6, 2024
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https://www.cisa.gov/active-shooter-preparedness

Operation Flashpoint Mission

“To promote voluntary reporting of suspicious activity through outreach and
awareness programs to private sector and public safety stakeholders in order
to prevent acquisition of Explosive Precursor Chemicals for nefarious use.”

Increase the awareness of businesses that sell EPCs and explosive
powders on the risk and how they can voluntarily contribute to security

#2 Suspicious Activity Reporting

\ ﬁ Provide businesses with training and guidance to report suspicious
\;\ activity to 855 -TELL- FBI (855-835-5324)

#3 Outreach Listing Types

OBP will provide a Point-of-Sale outreach business listing to each Region, which will be broken

down by state. This business listing will provide you locations of businesses that sell or stock

Explosive Precursor Chemicals, Exploding Target Materials, and Explosive Powders. These

businesses include: Hardware, Pool Supply, Beauty Supply, Gun Store, Fireworks, Pharmacy, Farm

Supp|y June 6, 2024 18



CISA Tabletop Exercise Program

Cybersecurity Scenarios: Ransomware, insider
threats, phishing, and Industrial Control System (ICS)
compromise.

Physical Security Scenarios Active shooters, vehicle
ramming, improvised explosive devices (IEDs),
unmanned aircraft systems (UASS),

Cyber-Physical Convergence Scenarios Physical
Impacts resulting from a cyber threat vector, or cyber
Impacts resulting from a physical threat vector.

CISA Tabletop Exercise Packages | CISA

June 6, 2024 19


https://www.cisa.gov/resources-tools/resources/cybersecurity-scenarios
https://www.cisa.gov/resources-tools/resources/physical-security-scenarios
https://www.cisa.gov/resources-tools/resources/cyber-physical-convergence-scenarios
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages

TLP:CLEAR

“If You See Something, Say Something”

RECOGNIZE THE SIGNS
OF TERRORISM-RELATED SUSPICIOUS AI‘T‘I.I-_Y.I

"If You See Something, Say Something®" is a
national campaign that raises public
awareness of the signs of terrorism and
terrorism-related crime, and how to report
suspicious activity to state and local law
enforcement.

To become a partner, send an email to:
seesay@hq.dhs.gov

For more information visit:
www.dhs.gov/see-something-say-something

If you see something, say something

REPORT SUSFIDOUS ACIRATY T0LOCAL AUTHORITIRS UH CALL BFH P LA OF EMEHLENLY
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CISA Resources

. <
E" Active Shooter

§ CISA Active Shooter
Preparedness Webpage

§ Employee Vigilance Through
the Power of Hello Webpage

§ CISA Faith Based
Organizations — Houses of
Worship Webpage

8 In-Person and Virtual
Workshops

§ Instructional and Informational
Videos

§ Action Guides and Fact Sheets

§ Posters, Pamphlets, and
Pocket Cards

M Vehicle Ramming

§ CISA Autonomous Vehicle Security
Webpage

§ CISA Vehicle Ramming Attack
Mitigation Webpage

§ Vehicle Ramming Action Guide

§ Dams Sector: Active and Passive
Vehicle Barriers Guide

§ Autonomous Ground Vehicle Security
Guide: Transportation Systems Sector

8 Vehicle Ramming Attack Mitigation
Video

§ Guide to Active Vehicle Barrier
Specification and Selection Resources

§ Protecting Patrons in Outdoor Eating
Venues Fact Sheet

Insider
@ Threat
AN

CISA Insider Threat
Mitigation Webpage

Insider Threat Mitigation
Guide

Insider Threat 101 Fact
Sheet

Insider Threat
Mitigation Program Fact
Sheet

Insider Threat Tip Card

Insider Risk Mitigation
Program Evaluation:
Assessment Instrument

Understanding Insider
Threat Video

HR'’s Role in
Preventing Insider
Threats Fact Sheet

Combating the
Insider Threat

Advisory June 6, 2024

NITTF Insider Threat
Guide

21


https://www.cisa.gov/active-shooter-preparedness
https://www.cisa.gov/active-shooter-preparedness
https://www.cisa.gov/employee-vigilance-power-hello
https://www.cisa.gov/faith-based-organizations-houses-worship
https://www.cisa.gov/faith-based-organizations-houses-worship
https://www.cisa.gov/autonomous-vehicle-security
https://www.cisa.gov/autonomous-vehicle-security
https://www.cisa.gov/vehicle-ramming-attack-mitigation
https://www.cisa.gov/sites/default/files/publications/Vehicle%20Ramming%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/CISA_Dams_Sector_Active_and_Passive_Vehicle_Barriers_Guide_100220_508.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_Dams_Sector_Active_and_Passive_Vehicle_Barriers_Guide_100220_508.pdf
https://www.cisa.gov/sites/default/files/publications/Autonomous%20Ground%20Vehicles%20Security%20Guide.pdf
https://www.youtube.com/watch?v=Yw-fY86WhRg
https://www.youtube.com/watch?v=Yw-fY86WhRg
https://www.cisa.gov/sites/default/files/publications/Guide-to-Active-Vehicle-Barrier-2014-508.pdf
https://www.cisa.gov/sites/default/files/publications/Guide-to-Active-Vehicle-Barrier-2014-508.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_Protecting%20Patrons%20in%20Outdoor%20Eating%20Venues_Fact%20Sheet_508_0.pdf
https://www.cisa.gov/insider-threat-mitigation
https://www.cisa.gov/sites/default/files/publications/Insider%20Threat%20Mitigation%20Guide_Final_508.pdf
https://www.cisa.gov/sites/default/files/publications/Insider%20Threats%20101%20What%20You%20Need%20to%20Know_508.pdf
https://www.cisa.gov/sites/default/files/publications/fact-sheet-insider-threat-mitigation-program-092018-508.pdf
https://www.cisa.gov/sites/default/files/publications/Insider%20Threat_1.pdf
https://www.cisa.gov/insider-risk-self-assessment-tool
https://www.cisa.gov/insider-threat-trailer-and-video
https://www.cisa.gov/sites/default/files/publications/HRs%20Role%20in%20Preventing%20Insider%20Threats%20Fact%20Sheet_508.pdf
https://www.cisa.gov/sites/default/files/publications/Combating%20the%20Insider%20Threat_0.pdf
https://www.cisa.gov/sites/default/files/publications/Combating%20the%20Insider%20Threat_0.pdf
https://www.cisa.gov/sites/default/files/publications/NITTF-Insider-Threat-Guide-2017.pdf
https://www.cisa.gov/sites/default/files/publications/20181024_NITTF_MaturityFramework_web.pdf

CISA Resources

Your Personal Safety

§ Counter-1ED Training Courses
8 Counter-IED Awareness Products
§ Bomb-Making Materials Awareness Program

i

y

P

; % Edged Weapon Attacks ;*\l;g Improvised Explosive Devices (IED)

. § Mass Gatherings Action Guide : 8§ CISA Office for Bombing Prevention Webpage
g/' § Mass Gatherings — Take Charge of § What to Do — Bomb Threat Webpaqe

4

7

NN ODNT

: (BMAP) Webpage

“ Fire as a Weapon : 8 Multi-Jurisdiction Improvised Explosive
: Device Security Planning (MJIEDSP)

§ Fire as a Weapon Action Guide Webgage

8 National C-IED Capabilities Analysis
Database (NCCAD) Webpage

8 Security and Resiliency Guide: C-IED
Concepts, Common Goals, and Available

Assistance

8 Technical Resource for Incident
Prevention (TRIPwire) Webpage
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https://www.cisa.gov/office-bombing-prevention-obp
https://www.cisa.gov/what-to-do-bomb-threat
https://www.cisa.gov/bombing-prevention-training-courses
https://www.cisa.gov/counter-ied-awareness-products
https://www.cisa.gov/bmap
https://www.cisa.gov/mjiedsp
https://www.cisa.gov/nccad
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/tripwire
https://www.cisa.gov/sites/default/files/publications/Fire%20as%20a%20Weapon%20Action%20Guide_Final%20508%20(04.12.21)v.2_1.pdf
https://www.cisa.gov/sites/default/files/publications/Mass%20Gatherings%20-%20Security%20Awareness%20for%20ST-CP.PDF
https://www.cisa.gov/sites/default/files/publications/Mass%20Gatherings%20-%20Take%20Charge%20of%20Your%20Personal%20Safety.pdf
https://www.cisa.gov/sites/default/files/publications/Mass%20Gatherings%20-%20Take%20Charge%20of%20Your%20Personal%20Safety.pdf

Questions?

Joseph “JD” Henry
Cybersecurity Advisor
Joseph.Henry@cisa.dhs.gov

Steve Broniarczyk
Protective Security Advisor
steven.broniarczyk@cisa.dhs.qov

Bill Zimmerman
Supervisory Chemical Security Insp.
William.Zimmerman@cisa.dhs.gov
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